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SMB Fraud Defense 3.0

Deployment Guide

This guide is designed to provide our Partners with the deployment steps, which
are required to successfully deploy SMB Fraud Defense version 3.0.
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Solution Overview

TD SYNNEX has developed a new pre-configured anti-fraud solution to enable
partners to detect, prevent, and remediate against potential attacks in Azure.
SMB Fraud Defense helps small and medium sized customers increase their
security posture and gain better control of their cloud environment, while
reducing risks in day-to-day cloud operations.

This Click-to-Run™ Solution delivers a multi-layer defense against
vulnerabilities based on industry security best practice, allowing you to easily
enable Security Defaults, implement Conditional Access and Azure polices,
and set budgets within Azure Cost Management.

Solution Key Features
MFA & Identity: Options to enforce MFA & identity polices across all users.

Configure Conditional Access: Blocking legacy authentication, risky login
restrictions and compliance devices per user or 365 App.

Geo-Restrictions for Logins: Manage locations where data centers can be
deployed.

Security 365: Manage security settings and Data Compliance policies for email
services.

Security Essentials: Manage security settings and prevention policies.

Azure Cost Management: Set thresholds and alerts to control cost
management.

Alerts & Monitoring: Set alerts and audit to control configuration settings and
azure activity.
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Deployment Architecture
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Solutions User Interface Overview

For more details on the Ul and a quick explanation of each option and mechanism, you can refer
to the Quick Step Guide.

Secure Score for Identity

Microsoft Secure Score for Identity is a representation of your
organization's security posture and your opportunity to improve it.

46.54%

28.4/61 points achieved

Privileged User MFA Report

This report retrieves the multifactor authentication (MFA) status

of the tenant’s privilege users.

VIEW REPORT

Tenant Status and Availability

Security Status Disabled
Cost Management Enabled
Azure AD Premium Subscribed
Microsoft 365 Status Domain Available

V3 ‘0.0‘0
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Deployment Options

37 Party MFA Control

This version of the Click-to-Run ™ Solution is compatible with third party multi-
Factor authentication solutions. When a 3 party MFA is detected, solution will
show a warning message, and the Security Tab will be blocked.

Secure Score for Identity

Secure Score for “ldentity"” is a component of Microsoft Secure Score, a scoring
model that reflects your organization's identity security posture based on your
regular activities and settings in Azure Active Directory (Azure AD) and Microsoft
365.

Secure Score for Identity

Microsoft Secure Score for Identity is a representation of your organization's
security posture and your opportunity to improve it.

46.54% C——

28.4/61 points achieved

Tenant Status and Availability

The solution will do a complete scan of your Azure environment to identify
solution’s requirement as well as security status.

Tenant Status and Availability

Security Status Disabled
Cost Management Enabled
Azure AD Premium Subscribed
Microsoft 365 Status Domain Available
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Security Status: Solution will check If Security Defaults is enabled,
Conditional Access is deployed, or none of the above.

Cost Management: It will also check to see if cost management has been
enabled in your Azure environment, if not this needs to be enabled by clicking
on the button “Enable”.

Azure AD Premium: Reports which Azure license you are currently using.
Depending on the type of license some features may not be available,
“Conditional Access” and “Smart Lockout” options require at least P1.

Microsoft 365 Status: Reports if a Microsoft 365 Email service exists on your
Subscription. If you do not have Email service enabled, Microsoft 365 tab will
be blocked.

Reports

The solution will do a complete scan of your Azure environment to report
Identity security status.

Privileged User MFA Report

This report retrieves the multifactor authentication (MFA) status of the

tenant's privilege users.

VIEW REPORT

Privileged User Report: A customizable Report of Privileged accounts
(Administrators), will provide MFA status per user *.

*Current Microsoft Report does not allow retrieving MFA data set by
Conditional access, only MFA enabled manually on each user is available.

8
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Location and Resource Group

In “location and resource group”, you will need to choose between create a new
resource group or select an existing one with an old deployment of SMB Fraud
(version 1.5 or higher).

Information: Resource group will remain empty; nothing will physically be
deployed into this resource group.

Resource Group
In order to deploy and configure policies please set up a Resource group name as a reference point.

Location
New Resource Group Existing Resource Group
Select Region

Select an available Azure Region

Resource Group Name

Resource Group
In order to deploy and configure policies please set up a Resource group name as a reference
point.

Location

New Resource Group Existing Resource Group

Select Existing Resource Group

atsmbv3

Create Resource Group in Azure

To create a new Resource Group, choose desired location where you would
like the Resource Group to be created, this is a drop-down box please choose
your desired location and then name this Resource Group.

9
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Use Existing Group in Azure

To select an old deployment of SMB Fraud Defense, select Existing Resource
Group option, system will search for existing deployments and then in a drop-
down box, please choose your desired deployment and proceed.

When this option has been selected, the solution will perform a check of the
existing configuration. If Conditional Access policies or Azure policies are
detected, they will appear as "DETECTED" and blocked for deployment.
Additionally, if the access policies are in "Audit" mode, an error message will
be displayed with the list of affected policies to be corrected.

A We have identified the presence of active Conditional Access Policies in
an audit status:

Click2Run - Require MFA for All Users

Click2Run - Require MFA for Admin Accounts

Click2Run - Block legacy authentication

To mitigate potential risks, it is recommended to modify the status of

the policies to "ON".

Conditional Access (9 Recommended)

User Based Rules

Geo Restrictions @ OFF (@_ )
MFA Required for All Users @ DETECTED @D
MFA Required for Admins @ DETECTED QDD

Information: Only available for Version 1.5 or above.

10
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SECURITY

Manage Security Options

The security section will allow us to choose what type of access control we
want to implement. If you have a Premium license (P1 or P2), the
recommendation from Microsoft and TD SYNNEX is to use Conditional Access,
which includes different types of policies adaptable to any environment.

Security Microsoft 365 Budget Policies Authentication Monits

Secure Score for Identity

46.54%

IMPROVEMENT ACTIONS

Manage Security Options ON Q

Recommended: When Security defaults are disabled you will be able to use Conditional
Access- a much more granular form of control. You can control policies against groups, users,
and actions. You are able to create and modify policies post solution deployment.

All Conditional Access Rules are deployed in AUDIT MODE (not Enforced)

(J Azure Security Default

MFA for All Users @
Block Legacy Authentication @

(J Conditional Access (9 Recommended)

Azure Security Defaults is a set of basic security settings that help protect
organizations from common threats. They include requiring multi-factor
authentication (MFA) for all users, blocking legacy authentication protocols,
and requiring administrators to perform risk-based MFA. It's an easy, one-
click solution for a baseline level of security.

11
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Conditional Access Policies in Microsoft Azure are rules that provide security
measures when users attempt to access applications and data. Based on
conditions like user identity, device status, or location, these policies
determine whether access should be allowed, denied, or require further
authentication, like multi-factor authentication. They offer a granular,
adaptable approach to secure access control.

All of our Conditional Access Polices are created in Audit Mode and are not
enforced.

Signals that are included in this version include two categories User based
rules and Device based rules:

Conditional Access (@ Recommended )

User Based Rules

Geo Restrictions @ OFF @ )
MFA Required for All Users @ OFF @ )
MFA Required for Admins @ OFF @
MFA Required for Azure Management @ OFF (D
Risky Login Restrictions @ oFF @ )

User Based Rules

Geo Restrictions, toggle this option to allow you to add locations you want to
set as trusted locations, the list contains those regions recognized by
Microsoft. You have no restriction on how many countries you wish to add.

Link to Microsoft Docs for More Info on Geo restrictions: Microsoft GEO
Conditional Access

MFA for All Users, toggle this option to enforce MFA for all users that have
been assigned to that tenant.

12
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Link to Microsoft Docs for More Info on MFA for all Users: Microsoft MFA for
All users

MFA for All Admins, toggle this option to enforce MFA for All admins that have
been assigned to that tenant.

Link to Microsoft Docs for More Info on MFA for all Users: List of Admins
being secure. - List of Admins being secure.

MFA for Azure Management, toggle this option to enforce MFA for Azure
Management. This means users who are looking to make any changes in
Azure, for example, creating or deleting a new resource group, then MFA
would be required for this.

Link to Microsoft Docs for More Info on MFA for Azure Management: Microsoft
MFA for Privilege Actions

Blocks Risky Login Restrictions, when you enable this option, it will block
users who are classified as suspicious because of an uncommon behavior.
Azure will manage the risk level, analyze any suspicious behavior, and block
the user from logging in. This will force the user to reset their password.

Link to Microsoft Docs for More Info for Block Risky Log Restrictions:
Microsoft Risky Login

Conditional Access (9 Recommended)

User Based Rules

Device Based Rules
Block Legacy Authentication @ OFF @

Require compliant or hybrid Azure AD joined device for
admins © orr @

1F:!.ierquire compliant or hybrid Azure AD joined device or MFA @ oFF @

13
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Device Based Rules

Block Legacy Authentication, this option focuses on devices not users, enable
this toggle for this option to block all superseded tenants using M365, POP3
SMTP and IMAP.

Link to Microsoft Docs for More Info for more information on Block legacy
authentication - Azure Active Directory - Microsoft Entra | Microsoft Learn

Require compliant or Hybrid Azure AD joined device for Admins, accounts with
administrative rights are targeted by attackers. Requiring Admins with these
highly privileged rights to perform actions from devices marked as compliant
or hybrid Azure AD joined can help limit possible exposure.

Link to Microsoft Docs for more information Require administrators use compliant or
hybrid joined devices - Azure Active Directory - Microsoft Entra | Microsoft Learn

Require compliant or Hybrid Azure AD joined device or MFA for Users, require
all users to have at least MFA or connect from a compliant computer.

Link to Microsoft Docs for more information Require compliant, hybrid joined devices,
or MFA - Azure Active Directory - Microsoft Entra | Microsoft Learn

Conditional Access (9 Recommended)

User Based Rules

Device Based Rules

Mail Based Rules
Block Legacy Authentication for 365 Apps @ OFF (@)
Require MFA for 365 Apps @ OFF @ )

Require compliant or hybrid Azure AD joined device or MFA
for 365 Apps Qo @ )
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Mail Based Rules

Block Legacy Authentication for 365 Apps, this option focuses on devices not
users, enable this toggle for this option to block all superseded tenants using
M365, POP3 SMTP and IMAP to access Microsoft 365 apps.

Link to Microsoft Docs for more information on Block legacy authentication - Azure
Active Directory - Microsoft Entra | Microsoft Learn

Require MFA for 365 Apps, toggle this option to enforce MFA for All users with
access to 365 services.

Link to Microsoft Docs for more information Require administrators use compliant or
hybrid joined devices - Azure Active Directory - Microsoft Entra | Microsoft Learn

Require compliant or Hybrid Azure AD joined device or MFA for 365 Apps,
require all users to have at least MFA or connect from a compliant computer to
access 365.

Link to Microsoft Docs for more information Require compliant, hybrid joined devices,
or MFA - Azure Active Directory - Microsoft Entra | Microsoft Learn
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Exclusions

An exclusion in Conditional Access Policies in Azure is a configuration that
allows you to exclude certain users, groups, or applications from the effects of
a Conditional Access Policy. Exclusions will create a new Azure AD Group to be
added as an exception on the selected policies.

Exclusions
Create Exclude Group for Conditional Access @ YES Q

Group Name

Enter Group Name

+ Select Users

Add Exclude Group : D

Group Name; Select a name for the Azure AD Group.

Select Users, Solution will check all your available users in Azure AD that can
be added to the new group. (Is not required to add users now, they can be
added manually later from the Azure Portal).

Add Exclude Group; Allows you to add the exclusion to selected Conditional
Access Policies (if applies), click on each CA you want to add the exclusion. (It
is not required to add the exclusion now, this can be added manually later
from the Azure Portal).

16
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MICROSOFT 365

Organization Settings

Allows for modifying the essential configuration parameters of the
organization, applying policies for email retention, auditing, and access
control.

Organization Settings
Client Forward Block Rules? @ OFF @ )
Outbound Spam Filtering? @ OFF (D
Anonymous Calendar Sharing? @ oFF @ )
Mailbox Auditing? @ OFF @ )

Client Forward Block Rules, this rule will restrict, or control automatically
forwarded messages to external recipients (recipients outside of your
organization). Email forwarding can be useful but can also pose a security risk
due to the potential disclosure of information. Attackers might use this
information to attack your organization or partners.

Link to Microsoft Docs for More Info for more information on 365 - Client Forward
Rules

Outbound Spam Filtering, default outbound spam policy automatically applies
to all senders recommended settings to avoid unintentional massive email
sending by an internal user.

Link to Microsoft Docs for more information on 365 - Outbound Spam Filter

Anonymous Calendar Sharing, the purpose of that policy is to control what
kind of information your users share externally.

Link to Microsoft Docs for More Info for more information on 365 - Anonymous
Sharing

Mailbox Auditing, you can track logons to a mailbox as well as what actions are
taken while the user is logged on. When enabled, some actions performed by
administrators and delegates are logged by default.

17
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Link to Microsoft Docs for more information on 365 - Mailbox Audit

Compliance Settings

Compliance Settings
Data Loss Prevention Policies @ ON Q
Select DLP Country Set
v
Safe Attachment? @ OFF @
Safe Link? @ OFF @

Compliance options for the organization, requires an E5 license.

Select DLP Country Set, DLP detects sensitive items by using deep content
analysis, not by just a simple text scan. Content is analyzed for primary data
matches to keywords, by the evaluation of regular expressions, by internal
function validation, and by secondary data matches that are in proximity to
the primary data match.

Link to Microsoft Docs for More Info for more information on 365 - Data Loss
Prevention

Safe Attachment, after message attachments are scanned by anti-malware
protection in Exchange Online Protection (EOP), Safe Attachments opens files
in a virtual environment to see what happens (a process known as detonation)
before the messages are delivered to recipients.

Link to Microsoft Docs for more information on 365 - Safe Attachment

Safe Link protects your organization from malicious links that are used in
phishing and other attacks. Specifically, Safe Links provides URL scanning and
rewriting of inbound email messages during mail flow, and time-of-click
verification of URLs and links in email messages, Teams, and supported Office
365 apps.

Link to Microsoft Docs for more information on 365 - Safe Links
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Advanced Settings

ladvanced Settings

Check DNS Protection? @ OFF Q

2 Check

() Check SPFRecord @
(J Check DKIM Record @

() Check DMARC Record @

Allows a check on the recommended DNS records to improve email security.
These types of records cannot be created manually, so included below is a
detailed guide from Microsoft on how to create and add the records in the
Microsoft 365 DNS service.

SPF Record, mark this box to validate if you have a SPF in your DNS. SPF
record is added as a TXT record that is used by DNS to identify which mail
servers can send mail on behalf of your custom domain.

Link to Microsoft Docs for More Info for more information on 365 - Create SPF
Record

DKIM Record, mark this box option to validate if you have a DKIM in your DNS.
A DKIM record is a specially formatted DNS TXT record that stores the public
key the receiving mail server will use to verify a message's signature.

Link to Microsoft Docs for more information 365 - Create DKIM Record

DMARC Record, mark this box option to validate if you have a DMARC in your
DNS. A DMARC record defines how strictly you should check messages.
Recommended actions for the receiving server when it gets messages that fail
authentication checks.

Link to Microsoft Docs for more information 365 - Create DMARC Record
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BUDGET

Managing your Budget Management and Budget Threshold

In the “Budget tab,” you will have the option to manage your budget and to set
budget thresholds. To use this option, you will need to have Cost Management

enabled within your Azure environment.

If you do not have cost management enabled in your tenant, then the “Enable”
button will appear allowing the module to be enabled. You can continue to
deploy the solution and re-deploy cost management at a later stage once

enabled. It will just then add this setting to your Azure tenant.

Once you have the budget enabled you start by creating a budget name, this is
your identifier to ensure that your desired monthly amount does not exceed
your monthly budget. In the Budget sum, you have the option to input the
value with a minimum of 100 (The currency is set based on your regional
settings, set-up in Azure). If your tenant is calculated in dollars, sterling, or
euros the solution will notify you once the threshold has been approached.

20

Security Microsoft 365 Budget Policies Authentication Monitor

Information: This tool allows budgets and alert thresholds to be set for MSRP pricing on Azure
Consumption.

Create Budget Control @ @ D
Budget Name

Enter Budget Name
Budget Amount (Currency Depends on the Regional Settings)

100 $

Notification Alert Budget Threshold (%) @

50
8 10 100

2nd Notification Alert Budget Threshold (%) @

90
= 10 100
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Budget Alerts

Alert Recipients @ Manually input

+ Select Recipients

Budget alerts allow you to set up your sender groups. You only have the option
to set up one email notification alert, this can be individual email recipients or
email groups. This means your Recipients will receive two alerts once the
dedicated Budget percentage threshold has been reached. We have set an
expiration date of 10 years, which means that this setting will stay in place for
10 years.

POLICIES

Azure Policies

Azure polices includes features which use a JSON format to form a logical
evaluation that will determine if a resource is compliant or not. Definitions
include metadata and the policy rule. The defined rule can use functions,
parameters, logical operators’ conditions, and property aliases to match
exactly the scenario you want. The policy rule determines which resources in
the scope of the assignment are evaluated and blocked or allowed depending
on the statement.

When you enable Virtual Machine allowed SKU, this triggers the option to
allow you to choose whether you want to enable High Performance CPU -
High Performance GPU or Storage Optimized. These are a set of polices to
control which type of Resources you want to DENY in your tenant. Each policy
will deny a family of VMs depending on the resources optimized.

21
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Security Microsoft 365 Budget Policies Authentication

Monitor

Virtual Machines

() Restrict High performance CPU Li ]
D Restrict High performance GPU i ]

D Restrict Storage optimized @
Resource Creation
Limit Regions @

Disable Resource Creation @

Security

Enforce HTTPS on WebApps @

Deploy default MS laaSAntimalware extension for Windows Server @

Information: This section will display restrictions on policies within your Azure environment. These
policies will govern the creation of laaS resources and their requirements. You can modify, add, or
remove these policies at any time post deployment directly through the Azure portal. Our solution will
focus on reducing risk from VM families and regions you are not using or planning to use.

OFF

OFF

00

OFF

00

OFF

High Performance CPU, toggle this option to DENY VMs from the H to F Families

High Performance GPU, toggle this option to DENY VMs from Nv, Nc, and Nd

Families

Storage Optimized, toggle this option to DENY VMs from LS Families

Resource Creation Limit Locations toggle this option to ALLOW those

locations you want to create a set of Secure Locations; you can choose more
than one location, and these will then be added to your list. All other locations

will then be blocked.

Resource Creation Disabled toggle this option to DISABLE any resource

creation in all of the Azure environment.

22
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Security: Enforce HTTPS on WebApps, by default; clients can connect to Azure
App Service endpoints by using both HTTP and HTTPS. However, it is always
recommended to redirect HTTP to HTTPs because HTTPS uses the SSL/TLS
protocol to provide a secure connection, which is both encrypted and
authenticated, to enable this restriction toggle this to enable.

Link to Microsoft Docs for more information Enable HTTPS setting on Azure App
service using Azure policy (microsoft.com)

Security: Deploy Default Microsoft laaS Antimalware extension for Windows
Server, A free real-time protection capability that helps identify and remove
viruses, spyware, and other malicious software, with configurable alerts when
known malicious or unwanted software attempts to install itself or run on
your Azure systems.

Link to Microsoft Docs for more information, Microsoft Antimalware Extension for
Windows VMs on Azure - Azure Virtual Machines | Microsoft Learn
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AUTHENTICATION

Authentication Methods

Authentication methods allow you to manage your Password age, Password
Polices and Passwordless advance features settings.

This has been split into different categories.

e Password Settings
e MFA Settings
e Passwordless Functions

Security Microsoft 365 Budget Policies Authentication Monitor
Information: Authentication Methods will allow to set some settings such as Password Age, Password
Policies and Passwordless advance features.

Password Settings
Configure Password Expiration Policy @ NO @
Deploy Smart Lockout Options? @ NO @
Custom Banned Passwords List @ OFF (@ )
Password protection for Windows Server @ OFF @
MFA Settings
Microsoft Authenticator @ DISABLED (@ )
Passwordless Settings
FIDO2 security Key @ DISABLED (@ )

Password Settings

Password Expiration, by default Azure policy will force password to expire after
90 days, toggle this option to disable password expiration for all users.

Microsoft and TD SYNNEX recommend disabling password expiration. This will
encourage your users to use a complex password.
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Smart Lockout; toggle this option to set your lockout threshold. l.e., after
three attempts and then set the duration of the lockout, (in seconds).

Link to Microsoft Docs for More Information for Azure Smart Lockout:
Microsoft Smart Lockout

Custom Banned Password List: Azure Custom Banned Password list is a
feature of Azure Active Directory (Azure AD) that allows administrators to
create a custom list of passwords that cannot be used by users in their
organization. This feature is used to enhance the security of user accounts by
preventing the use of weak and easily guessable passwords.

By default, the solution will take essential information from your tenant:
Location, Zip Code, Domain Name and set as banned words.

Password protection for Windows Server Active Directory, when enabled this
protects your on-premises Active Directory Domain Services (AD DS) Hybrid
environment. You can install and configure Azure AD Password Protection to
work with your on-premises DC. You also have the option to deploy the mode
in Audit or Enforced mode.

Link to Microsoft Docs for more information Enable on-premises Azure AD Password
Protection - Microsoft Entra | Microsoft Learn

MFA Settings

MFA Settings

Microsoft Authenticator @ ENABLED Q
A Enabling Microsoft Authenticator will affect all users on the tenant

C] Require number matching for push notifications
D Show application name in push and passwordless notifications

D Show geographic location in push and passwordless notifications

Microsoft Authenticator, Microsoft Authenticator provides an additional level
of security to your Azure AD account, with the Microsoft Authenticator app.
Users can authenticate in a Passwordless way during sign-in or as an
additional verification option during self-service password reset (SSPR) or
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multifactor authentication events. Please toggle this feature to enable it then
you will have the different options to choose which notifications.

- Require number matching push notifications, with this option enabled
you will need to match the number on your App against the one that
has been given to you by the Authenticator.

- Show Application name in push and passwordless notifications, this is
going to show which application is trying to connect with Azure and if
you want to allow it.

- Show geographic location and passwordless notifications, this option
will show you in which region you are trying to connect, and if you want
to allow it.

If you enable Microsoft Authenticator this will affect all users in the tenant.

Link to Microsoft Docs for more information Microsoft Authenticator authentication
method - Azure Active Directory - Microsoft Entra | Microsoft Learn

Passwordless Settings

Passwordless Settings

FIDO2 security Key @ eveeeo @D

D Allow self-service set up

D Enforce Attestation

Passwordless Functions, As MFA is a great way to secure organizations, users
often get frustrated with the additional security layer on top having to
remember passwords. Passwordless authentication is great and provides more
convenience because the password it is removed with something you have,
plus something you know.

FIDOO02, The FIDO (Fast Identity Online), Alliance helps to promote open
authentication standards and reduce the use of passwords in form of
Authentication. To enable this function toggle this to enabled.

Allow Self Service Setup, once FIDOO2 is enabled you can allow self-service
set-up.

Enforce attestation, to enforce this function set the toggle to yes.
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MONITOR

Monitor

Azure Monitor is a cloud-based monitoring and analytics service offered by
Microsoft Azure. It provides end-to-end visibility into the performance and
health of your applications, infrastructure, and network resources in Azure
and on-premises environments. Azure Monitor collects and analyzes telemetry
data from various sources, such as application logs, performance metrics, and
network traffic, and provides insights into the health, performance, and
security of your applications and infrastructure.

The solution offers Monitor and Alert system deploying Log Analytics
Workspace; it is required to deploy the service to have all the options
available.

In addition, Log Analytics Workspace will be created on a dedicated resource
group tagged and named as “TDSolutionLogs” this will allow for future
solutions deployed (if desired) to be connected automatically with Analytics

Workspace.
Security Microsoft 365 Budget Policies Authentication Monitor

Information: This will deploy Log Analytics Workspace for central login of Click2Run Solutions. As well as
create configuration Alerts and Audit Azure AD Activity.
Alerts

Create Alert Rules @ NO @ )

Create Alert Action Group @ NO @ )
Log Analytics

Deploy Log Analytics Workspace @ NO @ )
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Alerts

Create Alert Rules @ YES Q

Conditional Access Alert @
Subscription Policies Alert D

Sign-In Alerts For Privileged users @

+ Select Privileged Users

Create Alert Action Group @ ves @D

Email Alert

Alert Recipients @ Select from list Manually input

+ Select Recipients

Alerts will allow creating alert rules to control any Conditional Access Policy
as well as Azure Policies, moreover, it will allow you to audit and control sign-
in Azure AD Admin accounts.

Create Action Group will create a list of emails to receive all the alerts.
Recipient list could be retrieved from 365 by selecting “Select from list” or
could be added manually by selecting “Manually input”. Both type of emails
could be used together. Alert Group is required if Create Alerts is set to “YES.”
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Log Analytics

Deploy Log Analytics Workspace @ ves QD

Log Analytics Workspace @

Workspace Type

Create New e

Workspace Name

TDSolutionLogs

Log Retention Period (Days)

90 Days
30 365

Logs to Collect in Workspace @

Azure Active Directory @ No @

Azure Activity @ No

Log Analytics will create a new Log Analytics Workspace to retrieve all the
desired data. Name of the service cannot be changed to allow future
deployments to connect with the service (if desired).

Retention period could have a cost depending on the amount of data and
period to archive.

Logs to Collect in Workspace, data to be retrieved from the tenant. The
collection of Azure Activity logs (Audit and Sign-In) and Azure Active Directory
(administrative) are required if “Alert Rules” are enabled.
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Logs to Collect in Workspace @

Azure Active Directory @ Yes Q

Audit Logs

Sign-In Logs

D Nonlnteractive User Sign-In Logs
() service Principal Sign-In Logs
D Managed Identity Sign-In Logs
D Provisioning Logs

() ADFS Sign-in Logs

D Risky Users

(] User Risk Events

D Network Access Traffic Logs
O Risky Service Principals

D Service Principal Risk Events

Azure Activity @ Yes Q

Administrative

O Security

() Alert

D Recommendation
[:] Policy

D Autoscale

D Resource Health

Azure Active Directory, capture events and activities that occur within Azure
AD. These logs can help you monitor and audit user activity, security events,
and other important activities related to your Azure AD environment.

Azure AD logs provide details such as the time of the event, the user account
involved, the type of activity, and the result of the activity. Examples of
events that can be captured in Azure AD logs include:

1. User sign-ins and sign-outs: Azure AD logs can track user
authentication events, such as successful and failed sign-ins, sign-
out events, and password reset activity.

2. User and group management: Azure AD logs can capture events
related to user and group management, such as creating, deleting, or
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modifying users and groups, adding, or removing members, and
updating user attributes.

3. Application and service access: Azure AD logs can track events
related to application and service access, such as granting or
revoking user access to applications and services and managing
application roles and permissions.

4. Security-related events: Azure AD logs can help identify security-
related events, such as account lockouts, suspicious login attempts,
and multi-factor authentication events.

Azure Activity, activity logs provide a historical view of all the activities that
have taken place in your Azure resources, including management operations
and data-plane events. These logs record details such as who initiated the
activity, what the activity was, when it occurred, and the status of the
activity.

Activity logs capture data about the following types of events:

1. Control Plane Operations: These are the operations that control and
manage Azure resources, such as creating or deleting resources,
modifying resource properties, and granting access to resources.

2. Data Plane Operations: These are the operations that are performed
on Azure resources themselves, such as reading or writing data to
storage accounts, sending, receiving messages to/from a service bus,
or executing a query against a database.

3. Resource Provider Operations: These are the operations that are
performed by Azure resource providers, such as Azure SQL Database,
Azure Virtual Machines, or Azure Storage.
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Post Deployment

Resource Group Management

New Deployment

Resource Group will be created tagged with version and name of your solution.
Do not delete Resource group or tags to allow all functionalities and update

capabilities.
Existing Deployment

If existing Resource Group is selected, TAGS will be updated from previous
versions.

(44) attest02 =

Resource group

|,0 Search | « -+ Create @ Manage view Vv Delete resource group O Refresh v Exporit

(2 Overview = A Essentials

E@ Activity log Subscription (move) : Microsoft Azure

8 Access control (IAM) Subscription ID : 80115be8-23dd-4136-918f-965b0b078853

® Tags Tags (edit) ! Bundle:APCv3  Version:3.07.1  Type: Click2Run
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Conditional Access Management

All Conditional Access Policies will be enabled as Report Only. This means
Policy will only record which user-devices do not meet the requirements of
the policy. Changing the policy to YES, once the solution has been deployed is
recommended, please be aware that you would need to check the users’
configurations before you apply this setting to avoid lockouts.

$2 Conditional Access

Al Setvices [3) Documentation (24) Resources () Rasource Graups (0) Marketplace {0)

olicies

Azure Active Directocry (0]

+ Neéw policy | Services

= | ‘ Aure AD Conditvonal Access Tame Serios Insights access policies
I Search polices

To access Conditional Access Polices, in the search box type “Conditional
Access” and select Azure AD Conditional Access.

Edit policy: ON Conditional Access Section you will see a list of polices
deployed on your tenant either (Enabled or Disabled). To edit these simply
click on the desired Policy.

e Add an Exception: Please be aware that it is very important to NOTE
that you need to create an exception to avoid lockout on your own
tenant. In the User/Devices section, select Exclude.

o Select User or groups to exclude from that policy.
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All services » Conditional Access | Policies »

Click2Run - Require MFA for All Users

Conditional Access policy

[ Delete S View policy information

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

Click2Run - Reguire MFA for All Users

Assignments

Users (0

All users

Target resources ()

Control access based on who the policy will
apply to, such as users and groups, workload
identities, directory roles, or externzl guests.
Learn more

Include Exclude

Select the users and groups to exempt from
the policy

D Guest or external users (O
D Directory roles (O

D Users and groups

All cloud apps

Conditicns @

0 conditions selected

Access controls

Grant (D)

1 control selected

Session (0

0 controls selected

Check Policy Status: You can check the status of every Conditional Access
rule that has been created by simply pressing the Overview (preview) tab. In
the Security Alerts, you can check a quick resume of
compliance/noncompliance users-devices.

o Conditional Access | Overview (Preview)

Azurw ACThvm

{ Now pedicy 2 Got feedback?

© Overview (Preview)

Gatting started Overview Coverage Monitanng Tutorials

I= Polices

34

Next-Gen Solutions Factory



(©) TD SYNNEX

Security Alerts (Preview)

Description Sopaested Polcy Templates

Enforce Policy: On Conditional Access policy editor, you have the option to
change the setting from Report Only to Enable or Disable. This step is
mandatory to secure the environment.
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All services » Conditional Access | Policies »

Conditional Access policy

]i] Delete ‘@ View palicy information

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

MName *

Click2Run - Reguire MFA for All Users

Assignments

Users (O

All users

Target resources (1)

All cloud apps

Conditions &

0 conditions selected

Access controls

Grant (O

1 control selected

Session (D

0 controls selected

Enable pelicy

a ™
|, Report-only on off )

Click2Run - Require MFA for All Users

Control access based on wha the palicy will
apply to, such as users and groups, workload
identities, directory roles, or external guests.
Learn more

Include Exclude

Selact the users and groups to exempt from
the policy

D Guest or external users (0
D Directory roles @

D Users and groups
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Microsoft 365 Management

Organizational Settings Management

To modify the basic parameters of your organization in Microsoft 365, you
must access the 365-administration panel. This is where you can make
changes to various settings related to your organization's profile, policies, and
overall structure.

365 Administration Panel

Rules

Add, edit, or make other changes to your transport rules. Learn more about transport rules

-+~ Add a rule Edit Duplicate () Refresh Move up Move down

@ No last execution data available at this time

Status Rule Priority Stop processing rules Size (Bytes)

Enabled Client Rules Forwarding Block 0 X 519

Enabled Block forwarding mail externally 1 X 822
Sharing

It enables free/busy and other calendar information sharing between federated Exchange organizations. Learn maore

Organization sharing Individual sharing

- Add individual sharing policy () Refresh

MNarmne Domain names
Default Sharing Policy Anonymous:0*:CalendarSharingFreeBusySimple
Anonymous Anonymous:CalendarSharingFreeBusySimple
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Data Compliance Management

To manage and adjust your organization's data compliance in Microsoft 365,
you should use the Data Compliance Center. This tool allows you to manage
regulations, set data governance and manage data protection in line with legal
and policy requirements.

365 Data Compliance Center
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Budget Management

In Cost Management you can manage the budget setting you created in the User
Interface, you can add or delete recipients for budget alerts, you can also

manage the budget thresholds.

A0 Coat Mansgemunet

Services 39)
ling | Bil

Aure Active Drectory (O)

oftesn 4 | Services

C', Cost Management = #lling
G wope et

Markiutptace (9) Dotuenertition {2H) Aesources () Sriourte Groups ()

& Largets Management

e e

To access Smart Lockout and on-premises Password Protection, type in the

search box “Authentication Methods” and select “Password Protection”.

|P Search | «

Manage

4 Policies

U Password protection

[k Registration campaign

© Authentication strengths

¥ settings

Monitoring

il Activity

B user registration details

& Registration and reset events

ws Bulk operation results

o Authentication methods | Password protection =
TD Solution Factory Sandbox - Azure AD Security

save X Discard

Custom smart lockout

Lockout threshold (& | 10

Lockout duration in seconds (O | 60

Custom banned passwords

Enforce custom list © Ii Yes No jl
Custom banned password list © chingon
Password protection for Windows Server Active Directory

. ) s .
Enable password protection on Windows | Yes “/I
Server Active Directory @

e - - ~

Mode O L Enforced Audit )
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Custom smart lockout: You can modify parameters set on the Click-to-Run to
allow maximum failed attempts on your tenant and lockout duration.

Password Protection for Windows Server: You can modify parameter for
protection in On Premise environments. To allow password control on those
systems a Microsoft Agent must be installed. Plan and deploy on-premises
Azure Active Directory Password Protection Guide
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Azure Policies Management

Azure Polices will be tagged as “Click2Run” remember Azure polices requires
approximately 30 min. once the solution has been deployed to take effect.

To access Conditional Access policies type in the search box “Azure Policies”
and select “Policy”.

l AL )‘.-

All Seryices (7 Marketplace (12) Documentation (27) Azure Active Directory [6) Resources (0)

Resource Groups (U]

Services

pre . .
= =i Policy I Time Series Insights access palicies

Policies Created: you have options to review the policies that have been
deployed with the Click-to-Run, to do this search for the category “Click2Run”
in the definitions section.

Removing Assignment: In the Assignment section, you have the option to
review the policies that are being assigned and you can remove it.

Adding Assignments: To create additional assignments, in the Definition
section, select a policy, click on it and you will be able to check the
configuration and assignments.

Beny H‘gﬁ Performance CPUS

Actions: By default, all Azure Policies are being set as Deny, but “Deploy
default Microsoft laaSAntimalware extension for Windows Server” is not being
assigned. Recommended scenario for this policy is set to “Remediate”,
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however a managed identity is required to allow this policy to remediate
existent VM (available on version 2).

Please follow Microsoft guide to add a remediation task.

Index for High Performance Resource Groups

High Performance CPU: This policy will block VM families H_* and F_¥*

High Performance GPU: This Policy will block VM from families Nv_*, Nc_*,
Nd_*.

VWikee T, Yo T4 =TT I Tl webe T4 Vs o, T4 oy by - T DT

Nns i b St Pt - s U s ) Ui b,

Storage Optimized: This Policy will block VM from Families LS_*
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[E——— Pammm b Y e Y

Authentication Management

All these settings are being controlled under “Azure Active
Directory\Security\Authentication Methods.” All features are built to affect all
users. However, some of the options allow changing target and creating some

exclusions.

To access Passwordless and Authenticator options, type in the search box
“Authentication Methods” and select “Policies”.

> Authentication methods | Policies

wetation |ertary Senchics - Anae Al

L Seancr
Manage
¥ foivien

¥ Pewmnnd srotection
Tk FRegarration campaign

©  Authantication strengths [Previewt

Mannunnyg

i Actinity

B bver cegiattatinn dutalh

B Megatration sed tewt everss

2 Iule opereticn revuite

ety

S Gt tesdback

Use tis poboy 1o cordgure the sutherticonon methads you

¥ JOur Lafure SO T et use

Manage migration

MBS TR PEy et Mg e 1A usst 110 Cope for 4 method, they mary wse it to authenticate and for pi

ebined soloTy Info raghmation tum it o0 now ~ IUE required 20 use this pokcy

m Sanuary 2004, The Tegary multifactor sahesncation and seit senice passawcod teset pofcied Wik be deprocated and youll manag
COIred 10 manage pour Mg ation from the l2Qacy polckes 10 the raw unihed policy Leam s

anage wigte

Target Frabied
1 user v
N

Policies: You have different Methods available, select the one you want to

change and click on the name.
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This will allow you to change target, creation exclusion or modify parameters
chosen on the deployment.

FIDO2 security key settings

ooy
00

antty keyy e 4 phowting reus, aart, ytandech-Lesed pasvwordien suntenticanom methos saaliabile Aom « aanety of penstors | sam mae
=t 408 NCC imabie In the Seit-Sevvice Paswood Rese fow

Erable and Target  Configuie

e @D

Include  Exdude

Torget 0 M0 usen (@) Select groun

it qronge
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Monitoring Management

Monitor Option will create different types of Rules and Services under the
Resource Group named “TDS-Solutions”. You can find Analytics workspace
call “TDS-SolutionLogs” there.

To access Workspace, go to Resource Group, TDS-Solutions.

[+) TDS-Solutions  » = X
Rosoute gioap
Search + Create 03 Manage view I:] Deete resource group () Hefresh & Export to CSV ’%‘ Open query
W Overview 2 v Essentials ISON View
I8 Aciity log
Resources  Recommondations
M Access contrad (AMY
@ g Filter for aery fiokd Type wquaks all > lecaton oquaks all X iy Add fines
1. Resource visusize: .
Showeg 110 % of 1 records }_l Show hidden types (2 No grouping == List view v
Everty
[ Name * Type 74 Location T,
Settings :
= [ o vex-Solutioreogs Log Anahytics workspace Canteal US
—
Alert Rules: On the Alert Section, we can check last trigger alerts as well as
configured rules. To check rules (enable, disable, or modify), go to:
“ H 2
TDSolutionLogs|Alerts|Alert Rules”.
Dashboard > HesOunce groupn TUS-50WNoNS TLSUIIoNLOGS
up TDSolutionLogs | Alerts =
W) Ariyiu s Wity
L Searct & Ceate v [ alentiules P Agiongoups B Alest processing rukes Colure [ Refresh *S Open guer
(depiecated) c
o5 Service map (deprecated) 5 Semch Time range : Past 24 hours Alest condibion : Fired X 9
B Virusl machines (degrecatod)
Total werts Crdca Erron Warnng Informational Verbose
& Scope configurstion I l l I
(doprecated) “ 0 0 0 0 o o
Monitoring Name T4 Saverity T4 Affected resoures T4 Adert condittion * L User rmsponsel
9 Fnigm
W Aets
Omhbowd | Resource ploty I0A Sobutwer TOSolutiandogn | Nes
Alert rules X
b Cente =5 Coteems () Belinh = Expuat 205 0 Opeer vy
O Saberpmcn ol Sigral type - o Seventy - ol Tatie : trabled
Shewng 1t Tt 7 Al mies Wogeagira ~
L Condition Seweety To Target sepe Tamge! revource type Sl type T4 St L
Fomal Datanie Aane Sodsbarpdon obey M Ldae (s > 8 13- domaional TORck st o) L3 Aytick ke Log weann © truléxy
Pomst Dubenes St iandd Acewts Axrt Tew s » & 13- harmaione: TRt vt Legy Srvipticn mothopoce Loy werth © trobist
Pl adnnte Siatrgml s Sagn o A Tese rows » |1 mdnascras Tohatonag L2g Modyxs werkipace | g et @ kil
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Audit Activity Logs: On the Logs Section, we can check last Activity Logs; go to
“TDSolutionLogs|Activity log”.

g TDSolutionLogs | Activity log  # # <
G Ay weropace
[Pt v Ay satanvem O menesy G Gpaadomy tegs 4 Dowdiad O30 9 dniges 5 Fembiad 2 B et thies T Reet fpes
b O
Adraty bog O Locking for Log ARlytcs? s Ling Awiin pou can e for perkammres. Sagronto, beets ke, sod o Vel Loy doubdis
P Access comyol (V0
T O Seanth ) Cua mantee
P Dhogiaiandt whiy preéar Nurwegmvme g Mevv i Mioreselt Azsre il vty AB Timespm - Lot 6 hows Resovior o - TOSSehdbans X
P15 Fecuare TDGGRAkasboge % % Ad) Fiw
peringe & v
2 T Opsr s on N Stanis Tieww Tiene stanp  Subsinption Foest irivated by
R ) @ Creats VAsiapen Sorcwecedd  12mince . Thu A a0, Mot s s AT L4110

Usage and Cost: In the “Usage and estimated Cost” section you can monitor the
usage and cost of a Log Analytics workspace. This tool provides real-time
insights into the data ingestion and query performance of the workspace, as
well as detailed cost analysis and budgeting tools. By monitoring usage and
costs, you can optimize your Log Analytics workspace to ensure that it meets
your needs while minimizing costs; go to “TDSolutionLogs|Settings|Usage and
estimated Cost”.

(o] TDSolutionLogs | Usage and estimated costs ¢

1 Saants o Laage deien 1 Cocopumimtion (B ughes & Dadpe 3 DataRewwrien [0 el
- Overmww Your L0g Andynos st depench 0m gt ERGKE 0F Brow Bad (1t PIRIEon et whah bstons ae UW Charts
ved Meve you can we S entrreted montvly cont for s of the ssabdds priceg ters. buaed on
8 Aty e 1 31 s of L Arwlytics i sgestied. Thesse GOt st evates o bee s 6 0y yo0 SO0l i s @
the bet prorsg ter bewd on ot dets ngeston pedterra These mtamates nclode twe o .

R A corod A SOOMBAMMy Biro howarces ¥ yow 29 g Shommd. Lbesder, Tht poge G008 »t refient your B oo

® W scwal hed age T viww that uwe Crat Naragereart Oman moo] I poc e goediars asout
LA 11 Bege, rlact n Lemew e alout Ling Ardhdns vy o Bhe trry Sochrigs 10
O Dl and s probleve PPN, Yo S

o
& o Pricing Tiers
—_— o Payasyouge 9
- A i Lkl
The Py @ you g priereg tie offess Bewbhe coreumlion (riciey 1 mhach pou wse Owrged _ 1 - nall l | . S

%t v Gl o Sata ingresad. Tham e adcisoral crasges £y incmwe e ety netencicon Aovw

€ Usage srd ntimiewd coeny Be 31 day imtiuded tetereson o 90 gy nduded retartion  wing Sertined on the
worbsgracey Th ews piatec does not inchals e S GImcath SSowann e hieg

B Dwte oot wcourtl Loarw s bl Ly Araivtes ey
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Troubleshooting

The following section compiles a list of error codes that may occur during the
deployment of the solution for your investigation and resolution. It is
recommended that the error code be provided to the support team to
expedite the troubleshooting process and resolve the issue as swiftly as
possible.

Please be assured that any potential errors that may arise can often be
attributed to communication issues with the Microsoft APl or conflicts within
the existing configuration. It's important to note that under no circumstances
will the solution result in any harm or loss of information within the target
tenant. Our priority is to ensure a seamless experience while resolving any
hitches that may arise.

Error Code List

Section Feature Error Code Details
Security Add Members to Group 1101.1 Failed to Create Trusted Location Group
Security Add Members to Group 1101.2 Failed to Create Conditional Policy
Security MFA for Users 1102 Failed to Create Conditional Policy
Security MPFA for Admins 1103 Failed to Create Conditional Policy
Security MFA for Management 1104 Failed to Create Conditional Policy
Security Risky Login 1105 Failed to Create Conditional Policy
Security Block Legacy 1106 Failed to Create Conditional Policy
Security Compliant for Admins 1107 Failed to Create Conditional Policy
Security Compliant or MFA 1108 Failed to Create Conditional Policy
Security Block Legacy for 365 1109 Failed to Create Conditional Policy
Security MFA for 365 App 1110 Failed to Create Conditional Policy
Security Compliant or MFA 365 1111 Failed to Create Conditional Policy
Security Exclude Group 1112 Failed to Create Azure AD Group
M365 Check Service Principal 2200 Failed to Validate SP AppSMBFraud
M365 Set App Registration 2200.1 Failed to Create APP SMBFraudApp
M365 Set App Enterprise 2200.2 Failed to Register SMBFraudApp
M365 Client Forward Block 2201 Failed to execute Powershell Script
M365 Outbound Spam 2202 Failed to execute Powershell Script
M365 Anonymous Sharing 2203 Failed to execute Powershell Script
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M365 Mailbox Audit 2204 Failed to execute Powershell Script
M365 DLP 2205 Failed to execute Powershell Script
M365 Safe Attachment 2206 Failed to execute Powershell Script
M365 Safe Link 2207 Failed to execute Powershell Script
Budget Create Budget 3101 Failed to Create Budget
Policies Define Restrict SKU CPU 4101 Failed to create Policy Definition
Policies Assign Restrict SKU CPU 4101.1 Failed to assign Azure Policy
Policies Define Restrict SKU GPU 4102 Failed to create Policy Definition
Policies Assign Restrict SKU GPU 4102.1 Failed to assign Azure Policy
Policies Define Restrict SKU DISK 4103 Failed to create Policy Definition
Policies Assign Restrict SKU DISK 4103.1 Failed to assign Azure Policy
Policies Define Limit Region 4104 Failed to create Policy Definition
Policies Assign Limit Region 4104.1 Failed to assign Azure Policy
Policies Define Deny All 4105 Failed to create Policy Definition
Policies Assign Deny All 4105.1 Failed to assign Azure Policy
Policies Enforce HTTPS 4106 Failed to create Policy Definition
Policies Enforce HTTPS 4106.1 Failed to assign Azure Policy
Policies laaSAntimalware 4107 Failed to create Policy Definition
Policies laaSAntimalware 4107.1 Failed to assign Azure Policy
Authentication Expiration Policy 5101 Failed to set Expiration config
Authentication Smart Lockout 5102 Failed to set Smart Lockout Options
Authentication MFA Settings 5203 Failed to configure MFA
Authentication FIDO2 Settings 5204 Failed to configure FIDO2
Monitor Create Alerts 6101 Failed to create Alerts
Monitor Create Action Group 6102 Failed to Create Action Group
Monitor Deploy LAW 6103 Failed to create LAW
Monitor Deploy AzADDiag 6104 Failed to create Az AD logs
Monitor Deploy AzDiag 6105 Failed to create AZ Diagnostic logs
Monitor Create Query Alert 6106 Failed to create Alert Queries




